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W ZAP Scanning Report

Site: https://camera-trap.tw
Generated on Tue, 29 Oct 2024 09:42:45
ZAP Version: 2.14.0

ZAP is supported by the Crash Override Open Source Fellowship

Summary of Alerts
o
3
Low 8
8
[
Alerts
Absence of Anti-CSRF Tokens 2
P: Wil Directiv 1
Sub Resource Integrity Attribute Missing 18
Caookie No HttpOnly Flag Low 4
Cookie Without Secure Flag Low 4
Cross-Domain JavaScript Source File Inclusion Low 16
Permissions Policy Header Not Set Low 11
Private |P Disclosure Low 1
Server Leaks Version Information via *Server® HTTP Response Header Field Low 1
Strict-Transport-Security Header Not Set Low 11
X-Content-Type-Options Header Missing Low 12
Authentication Request Identified 1
Information Dis - Comment 14
Modern Web Application 8
Non-Storable Content 1
= i :he-control Directi 10
ession | Response Identified 3
Storable and Cacheable Content 10
ser Controllable HTML Element Attribute (Potential XSS) 11
Alert Detail
No Anti-CSRF tokens were found in a HTML submission form.
A cross-site request forgery is an attack that involves forcing a vu:llm to send an HTI'P reques! to a target destination without their knowledge or intent in order
to perform an action as the victim. The underlying cause is fur ing p URL/form actions in a repeatable way. The nature of the
aftack is that CSRF exploits the trust that a web site has for a user. By contrast, cross site scripting (XSS) exploits the trust that a user has for a web site. Like
XSS, CSRF attacks are not necessarily cross-site, but they can be. Cross-site request forgery is also known as CSRF, XSRF, one-click attack, session riding,
confused deputy, and sea surf.
CSRF attacks are effective in a number of situations, including:
Description
* The victim has an active session on the target site.
* The victim is authenticated via HTTP auth on the target site.
* The victim is on the same local network as the target site.
'CSRF has primarily been used to perform an action against a target site usmg the \ncﬂm Sp vil but recent i have been di d to disclose
information by gaining access to the The risk of i when the target site is vulnerable to XSS, because
XSS can be used as a platform for CSRF, allowing the attack to operate within he bounda of the same-origin policy.
URL httpsi//camera-trap.tw/search/
Method GET
Parameter
Attack
Evidence <form id="filter-form">
No known Anti-CSRF token [anticsrf, CSRFToken, __RequestVerit , CSr authenticity_token, OWASP_CSRFTOKEN, anoncsrf,
Other Info csrf_token, _csrf, _csrfSecret, __csrf_magic, CSRF, _token, _csrf_token] was found in the following HTML form: [Form 1: "altitude" "end_date” "keyword"
"start_date" .
URL rap. [2altitud PaaltitudeOperato date=ZAP& Péstart date=2014-01-01
Method GET
Parameter
Attack
Evidence <form id="filter-form">
No known Anti-CSRF token [anticsrf, CSRFToken, _F authenticity_token, OWASP_CSRFTOKEN, anoncsrf,
Other Info ?:; r:a:::; ; lcsn _csifSecret, _csrf_magic, CSRF, _token‘ _csf_ tcken] was fcund in the following HTML form: [Form 1: "altitude” "end_date" "keyword"
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Instances

Solution

Reference

CWE Id
WASC Id
Plugin Id

Medium

Description

URL
Method
Parameter
Attack

Evidence

Other Info

URL
Method
Parameter

Attack

Evidence

Other Info

URL
Method
Parameter
Attack

Evidence

Other Info

URL
Method
Parameter
Attack

Evidence

Other Info

2
Phase: Architecture and Design

Use a vetted library or framework that does not allow this weakness to occur or provides constructs that make this weakness easier to avoid.

For example, use anti-CSRF packages such as the OWASP CSRFGuard.

Phase: Implementation

Ensure that your application is free of cross-site scripting issues, because most CSRF defenses can be bypassed using attacker-controlled script.
Phase: Architecture and Design

Generate a unique nonce for each form, place the nonce into the form, and verify the nonce upon receipt of the form. Be sure that the nonce is not predictable
(CWE-330).

Note that this can be bypassed using XSS.

Identify especially dangerous operations. When the user performs a dangerous operation, send a separate confirmation request to ensure that the user intended
to perform that operation.

Note that this can be bypassed using XSS.

Use the ESAPI Session Management control.

This control includes a component for CSRF.

Do not use the GET method for any request that triggers a state change.
Phase: Implementation

Check the HTTP Referer header to see if the request originated from an expected page. This could break legitimate functionality, because users or proxies may
have disabled sending the Referer for privacy reasons.

owasp. ross-Site Request Forgery_Prevention Cheat Sheet.html
mitre. initions/352.html

10202

CSP: Wild

Content Security Policy (CSP) is an added layer of security that helps to detect and mitigate certain types of attacks. Including (but not limited to) Cross Site
Scripting (XSS), and data injection attacks. These attacks are used for everything from data theft to site defacement or distribution of malware. CSP provides a
set of standard HTTP headers that allow website owners to declare approved sources of content that browsers should be allowed to load on that page —
covered types are JavaScript, CSS, HTML frames, fonts, images and embeddable objects such as Java applets, ActiveX, audio and video files.
https://camera-trap.tw

GET

Content-Security-Policy

font-src 'self' https://*. com https://f is.com https:// .gstatic.com; default-src 'self' https://www.google.com/recpatcha/
https://www.google.com/; style-src ‘self' net https://* com https://*. hlghcharts com https://unpkg.com/
https://fonts.googleapis.com http://www.w3.org https://cdnj com; script: ‘self' https:/, com https://f is.com
https:// j y.com https:// net https:/*.hi com https://*. com https:// com/ data: hnpjlwwwv/.i org
https://www.google.com https://www.gstatic.com; media-src ‘self' https://*.s3.ap-northeast-1 .com/ https: net/; img-src
‘self' https://*.hi com https:/* ccom data: http://www.w3.org https://* tile.osm.org/ https://*.s3.ap-northeast- 1,amazonaws.com/
http: jlos1e. ion-images/; t 'self' https://*. com
The following dlrectlvss either allow wildcard sources (or ancestors), are not defined, or are overly broadly defined: fr: fi ction The dil

tion are among the directives that do not fallback to default-src, missing/excluding them is the same as allowing anything.

https://camera-trap.tw/
GET
Content-Security-Policy

font-src 'self' https:/*. com https:/f is.com https:/, .gslatk:.oom; default-src 'self' https://www.google.com/recpatcha/
https://www.google.com/; style-src 'self' net https://* https://*.highcharts.com https://unpkg.com/
https://fonts. googleapls com http://www.! w3 org https://cdni: com; script: sell' http: // j com https:/f is.com
net https://* hi com https://*. p: com/ data: org
hnpsj/wvm google com ht!ps /Iwww.gstatic.com; media-src 'self' https://*.s3.ap-northeast-1 com/ https: 1e. ﬂﬁ'/ img-src
‘self' https://* com https:/* .com data: http://www.w3.0rg https//' tile.osm.org/ https://*.s3.ap-northeast-1.amazonaws.com/
p: jloste. images/; ct-src 'self' https:/". com
The following dlractlvss elther allow wildcard sources (or ancestors), are not defined, or are overly broadly defined: fr f cti
are among the directives that do not fallback to default-src, missing/excluding them is the same as allowing anything.
https://camera-trap.tw/admin/
GET
Content-Security-Policy
font-src 'self' https:/* com https: is.com http: .gstatic.com; default-src 'self' https://www.google.com/recpatcha/
https://www.google.comV; style-src ‘self' ' net https://*. com https://*.highcharts.com https://unpkg.com/
https://fonts.googleapis.com http://www.w3.org https://cdnj com; script: 'self' https://c com https://f is.com
https://code.jquery.com https:// net https://* hi com https://* com https://t com/ data: nnpjlwwwwa org
https://www.google.com mtps //www.gstatic.com; media-src 'self' https://*.s3.ap-northeast-1 .com/ https: net/; img-src
'self' https://*.hi https://*. .com data: llup .org hnpsll‘ tile.osm. org/ https://*.s3.ap-northeast-1.amazonaws.com/
p jloste. i ges/; self" https://".
The following dlvectlves either allow wildcard sources (or ancestors), are not defined, or are overly broadly defined: fras fe ction The dii
tion are among the directives that do not fallback to default-src, missing/excluding them is the same as allowing anything.
https: 11 i in/2r dmif
GET
Content-Security-Policy
font-src 'self' https:/*. com https:/f is.com https:/. .gstatic.com; default-src 'self' https://www.google.com/recpatcha/
https://www.google.com/; style-src 'self' https://c net https://* com https://*. h|ghchans .com https://unpkg.com/
https://fonts.googleapis.com http://www.w3.org https://cdnj: com; script: 'self' https://c com https:/f is.com
https:// j y.com https:// net https://*.hi com https://*. com https:/i com/ data: han/wwww.! org
https://www.google.com https://www. gs!atlc com; medla -src 'self' https://*.s3.ap-northeast-1 com/ http: net/; img-src
'self' https://*.hi com https://* m data: http: .w3.org https://* tile.osm. ofgl https://*. sa ap-northeast-1.amazonaws.com/
p: jloste. images/; t-src 'self' https://*
The following dlrscilves eﬂher allow wildcard sources (or ancestors), are not defined, or are overly broadly defined: fr: fc iction The di
are among the dil that do not fallback to default-src, missing/excluding them is the same as allowing anything.
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URL https:/camera-trap.tw/contact-us

Method GET
Parameter Content-Security-Policy
Attack
font-src 'self' https://* com https:/f is.com https:/, .gstatic.com; default-src 'self' https://www.google.com/recpatcha/
https://www.google. com/ style-src 'self' mtps 77 net https://* com https://*. mghcharts com mtpsjlunpkg com/
com http: i j com; script-src 'self' http: com
Evidence hnps /¢ j y.com https:// nn' https://* hi com https://* com https://t mm/ data hﬂp//wwwufd org
https://www.google.com https:/www. gs(atlc com; madla-src ‘self' https://*.s3.ap-northeast-1 com/ https:/d: net/; img-src
'self' https://*.hi com https://* m data: ip: .w3.org https://* tile.osm.org/ https://*. 53 ap-northeast-1.amazonaws.com/
https://d: jlos1e. ges/; 'self' https://*. com
Other Inft The following dlrechves evthev allow wildcard sources (or ancestors), are not defined, or are overly broadly defined: fra: fi The
0 are among the directives that do not fallback to default-src, missing/excluding them is the same as allowing anything.
URL https://camera-trap.tw/faq
Method GET
Parameter Content-Security-Policy
Attack
font-src 'self' https:/*. com https://f is.com https:/. .gstatic.com; default-src 'self' https://www.google.com/recpatcha/
https://www.google.com/; style-src ‘self' http: net https://* com https://*.highcharts.com https://unpkg.com/
is.com http: .w3.org http: j com; script: ‘self' https://cdnj com jis.com
Evidence hnpsj/ j y.com https:// net https://*.hi com https://*. com https:// com/ data lmu .w3.org
https://www.google.com https:/www. gstamc com; media-src 'self' https://*.s3.ap-northeast-1 com/ https: net/; img-src
‘self' https://*.hig com https://* .com data: m\p.llw .w3.0rg hnpsll‘ tile.osm. org/ https://*.s3.ap-northeast-1.amazonaws.com/
https: jloste. images/; ‘self' https://*.
Other Inf The following dlrectlvss either allow wildcard sources (or ancestors), are not defined, or are overly broadly defined: fr: fc ction The di
oy io tion are among the directives that do not fallback to default-src, missing/excluding them is the same as allowing anything.
URL https://camera-trap.tw/policy.
Method GET
Parameter Content-Security-Policy
Attack
font-src 'self' https://*. com https://f is.com https:/. .gstatic.com; default-src 'self' https://www.google.com/recpatcha/
https://www.google.com/; style-src 'self' http: net https://* com https://*. hxghchans com https://unpkg.com/
https://fonts.googleapis.com http://www.w3.org https://cdnj com; script 'self' https:// com https:/f is.com
Evidence https://c j y.com https:// net https://*.hi com https://*. om https:// comV/ data: http: .org
https://www.google.com https://www.gstatic.com; media-src 'self' https://*.s3.ap-northeast-1 com/ https: 1e. net/; img-src
‘self' https://*.hig com https://* .com data: http: .w3.org https://* tile.osm.org/ https://*.s3.ap-northeast-1.amazonaws.com/
https://d jlos1e. ion-images/; t-src 'self' https:/”. com
Other Info The following dlrscﬂves ellher allow wildcard sources (or ancestors), are not defined, or are overly broadly defined: fr: fe ction The di
are among the directives that do not fallback to default-src, missing/excluding them is the same as allowing anything.
URL ¥ t j iew
Method GET
Parameter Content-Security-Policy
Attack
font-src 'self' https://*. com https://f is.com https:// .gstatic.com; default-src 'self' https://www.google.com/recpatcha/
https://www.google.comV; style-src 'self' net https://*. com https://*.highcharts.com https://unpkg.com/
https://fonts. googleap:s com http://www.w3.org https://cdnj com; 'self' https://cdnj com https://f is.com
Evidence y.com https:// net https://*.hi com https://*. com https:// .comV/ data: http: .w3.org
htlpsj/www google.com https://www.gstatic.com; media-src 'self' https://*.s3. ap-nartheast- com/ jloste. net/; img-src
'self' https://*.hi .com https://* .com data: http: .w3.org https://* tile.osm.org/ https://*.s3.ap-northeast-1.amazonaws.com/
p: jloste. ion-images/; t-src 'self' https:/* com
Other Info The following dlvacllves either allow wildcard sources (or ancestors), are not defined, or are overly broadly defined: fra fe tion The dii
tion are among the dil that do not fallback to default-src, missing/excluding them is the same as allowing anything.
URL https://camera-trap.tw/search/
Method GET
Parameter Content-Security-Policy
Attack
font-src ‘self' https:/* com https:/f is.com https:/ .gstatic.com; default-src 'self' https://www.google.com/recpatcha/
https://www.google.comV/; style-src 'self' https://c net https://*. .com https://*.highcharts.com https://unpkg.com/
https://fonts. googleams com http://www.w3.org https://cdnj .com; script: 'self' https://cdnij com https:// is.com
Evidence net https://* hi com https://* om comV/ data: http: .w3.org
http: sJ/www gocgle com mtps SAWWW. gstatlc com; media-src 'self' https://*.s3.ap-northeast-1 com/ https: jlos1e. net/; img-src
‘self' https://*.hig com https://* .com data: http://www.w3.org https://* tile.osm. ofgl https://*.s3. ap -northeast-1.amazonaws.com/
P jlos1e. images/; t-src 'self' httpsz/".
Other Inf The following dlrscﬂves enher allow wildcard sources (or ancestors), are not defined, or are overly broadly defined: frame-ancestors, form-action The directive(s):
gall are among the directives that do not fallback to default-src, missing/excluding them is the same as allowing anything.
URL https://camera-trap.tw/search/?altitude=ZAP&altitudeQ ate=ZAF tart_ date=2014-01-01
Method GET
Parameter Content-Security-Policy
Attack
font-src 'self' https://* com https is.com .gstatic.com; default- ‘self' google.
hnps#/www.gaogl&oom/; style-src 'self' net https:, /I' com https://*. highcharts mm hnpsj/unpkg com/
s com http: .w3.org j com; script-src 'self' http: is.com
Evidence y.com net hitpsl/" i com https: com http: r*nml data p: .W3.0l
hnps.//www goog!a com https //www.gstatic.com; media-src 'self' https://*.s3.ap-northeast-1 com/ jlos1e. net/; img-src
'self' https://*.hig| com https://* .com data: http: .w3.org https://* tile.osm.org/ https://*. sa ap-northeast-1.amazonaws.com/
p: jlos1e. ion-images/; ct: ‘self' https://*. com
Other Inf The following dlrectlves either allow wildcard sources (or ancestors), are not defined, or are overly broadly defined: fra f ction The di
oF N0, tion are among the directives that do not fallback to default-src, missing/excluding them is the same as allowing anything.
URL https:/camera-trap.tw/sitemap.xm!
Method GET
Parameter Content-Security-Policy
Attack
font-src 'self' https://*. com https://f is.com https:// .gstatic.com; default-src 'self' https://www.google.com/recpatcha/
https://www.google.com/; style-src "self' https://c net https://*. com https://*. hlghchans oom mtpsj/unpkg com/
https://fonts.googleapis.com http://www.w3.org https://cdnj: com; script-src 'self' https:// is.com
Evidence https:// j y.com https:// net https://*.hi com https://*. com https:/t mm/ da(a hnp!/wwwvfa org
https://www.google.com https://www.gstatic.com; media-src ‘self' https://*.s3.ap-northeast-1 com/ https:/d: net/; img-src
‘self' https://*.hig com https:/* com data http://www.w3.0rg https://* tile.osm.org/ https://*.s3.ap-northeast-1.amazonaws.com/
https://d jlos1e. images/; t- ‘self' https://*. com
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Other Info

Instances

Solution

Reference

CWE Id
WASC Id
Plugin Id

Description

URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter

The lollowmg d\rsctwns either allow wildcard sources (or ancestors), are not defined, or are overly broadly defined: fra fi The
tion are among the directives that do not fallback to default-src, missing/excluding them is the same as allowing anythmg

1
Ensure that your web server, application server, load balancer, etc. is properly configured to set the Cantent-Security-Policy header.
https://www.w3.org/TR/CSP/ . i
tent rity +policy.

P_&.Mﬂla.ﬂ!_%&ﬂlmy policy.com/

Jnit/htmlunit-csp
https:/developers.google.cc i applies to a wide variety of
693
15
10085

The integrity attribute is missing on a script or link tag served by an external server. The integrity tag prevents an attacker who have gained access to this server
from injecting a malicious content.

https://camera-trap.tw
GET

<link href="https:// net/1.13.1 min.css" />

https://camera-trap.tw

GET

<script src="https://code.highcharts.com/highcharts.js"></script>

https://camera-trap.tw
GET

<seript sre="https://code.highcharts. di ibility.: ipt

https://camera-trap.tw
GET

<script sro="http: i arts. port-data.js"></script>

https://camera-trap.tw
GET

<script src="https://code.highcharts. ing.Js"></script>

https://camera-trap.tw
GET

<script sro="https://code, arts. ies-label.js"></script>

hittps://camera-trap.tw.

GET

<script sre="https://code.jquery.com/jquery-3.6.1.js"></script>

https://camera-trap.tw

GET

<script type= ipt" sre="https://« net/1.13.1/js/dataTables.bootstrap5.min.js"></script>

https://camera-trap.tw
GET

<script type= ipt" sre="https:// net/1.13.1/js/iquery.dataTables.min.js"></script>

https:/camera-trap.tw/
GET
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Attack
Evidence
Other Info
URL
Method
Parameter
Aftack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
Instances
Solution
Reference
CWE Id
WASC Id
Plugin Id

Low

Description

URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack

<link href="https:/ net/1.13.1 min.css" />

https://camera-trap.tw/

GET

<script sro="https://code.highcharts.com/highcharts.js*></script>

hitps://camera-trap.tw/
GET

<script sre="http: i arts. ibility.: ipf

https://camera-trap.tw/
GET

<script sro="http: arts. port-data.js"></script>

https://camera-trap.tw/

GET

<script sre="https://code. arts js"></script>
https://camera-trap.tw/

GET

<script src="https://code.highcharts. dule ies-label.js"; ip!
https://camera-trap.tw/

GET

<script sre="https://code jquery.com/jquery-3.6.1.js"></script>

https://camera-trap.tw/
GET

<script type=" ipt" src="https:// net/1.13.1/js/dataTables.bootstrap5.min.js*></script>

https://camera-trap.tw/
GET

<script type="text/j ipt* sro= net/1.13.1/js/jquery.dataTables.min.js*> </script>
18
Provide a valid integrity attribute to the tag.

zilla.org/en-US/docs/Web/Security/Subresource _Integrity

345
15
90003

‘Cookie No HttpOnly Flag

A cockie has been set without the HitpOnly flag, which means that the cookie can be by ipt. If a malici script can be run on this page then
the cookie will be accessible and can be transmitted to another site. If this is a session cookie then session hijacking may be possible.

htips: 1 Inext=; 1)
GET
csrftoken

Set-Cookie: csrftoken
https://camera-trap.tw/contact-us

GET

csrftoken

30



Evidence Set-Cookie: csrftoken

Other Info
URL 2 t
Method GET
Parameter csrftoken
Attack
Evidence Set-Cookie: csrftoken
Other Info
URL ¥ 1
Method POST
Parameter csrftoken
Attack
Evidence Set-Cookie: csrftoken
Other Info
Instances 4
Solution Ensure that the HttpOnly flag is set for all cookies.
Reference 2 /n lity/HttpOnly.
CWE Id 1004
WASC Id 13
Plugin Id 10010
Low Cookie Without Secure Flag
Description A cookie has been set without the secure flag, which means that the cookie can be via yp
URL t in/login/?next=/admi
Method GET
Parameter csrftoken
Attack
Evidence Set-Cookie: csrftoken
Other Info
URL https:/camera-trap.tw/contact-us
Method GET
Parameter csrftoken
Attack
Evidence Set-Cookie: csrftoken
Other Info
URL ¥ il
Method GET
Parameter csrftoken
Attack
Evidence Set-Cookie: csrftoken
Other Info
URL ¥ t i in/2s dmi
Method POST
Parameter csrftoken
Attack
Evidence Set-Cookie: csrftoken
Other Info
Instances 4
Solution }Nhsnever a cqokis con}ajns sensitive ipfonpation or is a session token, then it should always be passed using an encrypted channel. Ensure that the secure flag
is set for cookies containing such sensitive information.
Reference e y o ject-web- ity-testi ide/v41/4-Web ication Security. i Sessi Testing/02-
CWE Id 614
WASC Id 13
Plugin Id 10011
Low C Domail Source File
Description The page includes one or more script files from a third-party domain.
URL https://camera-trap.tw
Method GET
Parameter https://cdn.datatables.net/1.13.1/js/dataTables.bootstrap5.min.js
Attack
Evidence <script type="' ipt" src="https:/c net/1.13.1/js/dataTables.bootstrap5.min.js*></script>
Other Info
URL https:/camera-trap.tw
Method GET
Parameter https:// net/1.13.1/js/jq x Tables.min.js
Attack
Evidence <script type="' ipt" src="https:/c net/1.13.1/js/jquery.dataTables.min.js"></script>
Other Info
URL https://camera-trap.tw
Method GET
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Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack

Evidence

https://code.highcharts.com/highcharts.js

<script src="http: i js’ ipf

https:/camera-trap.tw
GET
https://

<script src="http: i ts. ibility.js*></script>

https:/camera-trap.tw
GET
https:// i port-data.js

<script src="http: i ts. port-data.js"></script>

https://camera-trap.tw
GET

p:

<script src="https:/ i ts. ing.js"></script>

https:/camera-trap.tw
GET
https:// ies-label.js

<script src="https:/. i X ies-label.js"></script>

https:/camera-trap.tw
GET
https://code.jquery.com/jquery-3.6.1.js

<script src="https://code.jquery.com/jquery-3.6.1.js"></script>

https:/camera-trap.tw/

GET
https://cdn.datatables.net/1.13.1/js/dataTables.bootstrap5.min.js

<script type=' ipt" src="https: net/1.13.1/j;

https:/camera-trap.tw/
GET
https://cdn.datatables.net/1.13.1/js/jquery.dataTables.min.js

<script type=' ipt" sre="https:/c
https:/camera-trap.tw/
GET
P is
<script src="https:// i ts. i js"></script:
https:/camera-trap.tw/
GET
https://
<script src="https:/c i ts. ibility.js*></script>
https:/camera-trap.tw/
GET
https:// i data.js
<script src="http: i data.js" ipt>
https:/camera-trap.tw/
GET
https:// I ing.js
<script src="http: i porting.js" ipt>
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min.js*></script>

net/1.13.1/js/jquery.dataTables.min.js*></script>



Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
Instances
Solution
Reference
CWE Id
WASC Id
Plugin Id

Low

Description

URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter

Attack

https:/camera-trap.tw/
GET
https://. i ies-label. js

<script src="https://c ts. ies-label.js"></script>

https:/camera-trap.tw/
GET
https://code.jquery.com/jquery-3.6.1.js

<script src="https:// .jquery y-3.6.1.js"></script>

16
Ensure JavaScript source files are loaded from only trusted sources, and the sources can't be controlled by end users of the application.

829
15
10017

Permissions Policy Header Not Set

Permissions Policy Header is an added layer of security that helps to restrict from unauthorized access or usage of ient features by web

This policy ensures the user privacy by limiting or specifying the features of the browsers can be used by the web resources. Permissions Policy provides a set
of standard HTTP headers that allow website owners to limit which features of browsers can be used by the page such as camera, microphone, location, full
screen etc.

https://camera-trap.tw

GET

hitps://camera-trap.tw/
GET

https:/camera-trap.tw/contact-us

GET
https://camera-trap.tw/fag
GET
https://camera-trap.tw/policy.
GET
¢ W
GET

https://camera-trap.tw/search/
GET
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Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
Instances
Selution

Reference

CWE Id
WASC Id
Plugin Id

Low
Description

URL
Method
Parameter
Attack
Evidence
Other Info
Instances
Solution
Reference
CWE Id
WASC Id
Plugin Id

Low

Description

URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack

Evidence

https: 4 free-6.2.1/j min.
GET
a ic/j bundle.min.js
GET
trap.tw j
GET
1

Ensure that your web server, application server, load balancer, etc. is configured to set the Permissions-Policy header.

https: per.mozilla.org/en-US/docs/Web/HTTP/Headers/ ions-Policy
https:/developer.chrome. com/! li
C0.uk/a-new- rity-header-feature-policy/
github.io/wet feature-policy/

i ine.com/2018/12/feature-policy!

Private IP Disclosure

A private IP (such as 10.x.x.x, 172.x.x.x, 192.168.x.x) or an Amazon EC2 private hostname (for example, ip-10-0-56-78) has been found in the HTTP response
body. This information might be helpful for further attacks targeting internal systems.

il i -free-6.2.1/j: min. s

GET

10.1.9.34
10.1.9.3410.8.1.1 10.8.1.1
1

Remove the private IP address from the HTTP response body. For use instead of HTML i which can be
seen by client browsers.

https:/tools.ietf.org/htmli/ric1918
200

13

2

Server Leaks Version Information via "Server" HTTP Response Header Field

The web/application server is leaking version information via the *Server* HTTP response header. Access to such information may facilitate attackers identifying
other vulnerabilities your web/application server is subject to.

https://camera-trap.tw
GET

nginx/1.25.3

hitps://camera-trap.tw/

ngink/1.25.3

https://camera-trap.tw/admin/
GET

nginx/1.25.3
hitps://camera-trap.tw/contact-us

GET

nginx/1.25.3
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Other Info

URL https://camera-trap.tw/faq
Method GET
Parameter
Attack
Evidence nginx/1.25.3
Other Info
URL htips://camera-trap.tw/policy
Method GET
Parameter
Attack
Evidence nginx/1.25.3
Other Info
URL https: trap.t
Method GET
Parameter
Attack
Evidence nginx/1.25.3
Other Info
URL https://camera-trap.tw/robots. txt
Method GET
Parameter
Attack
Evidence nginx/1.25.3
Other Info
URL https://camera-trap.tw/search/
Method GET
Parameter
Attack
Evidence nginx/1.25.3
Other Info
URL https://camera-trap.tw/sitemap.xm|
Method GET
Parameter
Attack
Evidence nginx/1.25.3
Other Info
URL https: -trap.tw icon/logo%A0ieat.png
Method GET
Parameter
Attack
Evidence nginx/1.25.3
Other Info
Instances "
Solution Ensure that your web server, application server, load balancer, etc. is configured to suppress the “Server" header or provide generic details.
https://httpd.apache. dicore, vertokens
Reference https//leam, microsoft.com/en-t i i /648552 (v=pandp.10)
https: troyhunt dont-let head
CWE Id 200
WASC Id 13
Plugin Id 10036
Low Strict-Transport-Security Header Not Set
HTTP Strict Transport Security (HSTS) is a web security policy mechanism whereby a web server declares that complying user agents (such as a web browser)
Description 2'7?7‘_) interact with it using only secure HTTPS cannections (i.e. HTTP layered over TLS/SSL). HSTS is an IETF standards track protocol and is specified in RFC
URL hitps://camera-trap.tw.
Method GET
Parameter
Attack
Evidence
Other Info
URL https:/camera-trap.tw/
Method GET
Parameter
Attack
Evidence
Other Info
URL https://camera-trap.tw/contact-us
Method GET
Parameter
Attack
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Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
Instances
Solution

Reference

CWE Id
WASC Id
Plugin Id

Low

Description

URL
Method
Parameter
Attack
Evidence

Other Info

URL

https:/camera-trap.tw/faq
GET
https://camera-trap.tw/policy
GET
i W W
GET
https://camera-trap.tw/robots.txt
GET

https://camera-trap.tw/search/
GET

A1 i Table: min.

GET

https: 1 icon/loga%40ieat.png
GET

1
Ensure that your web server, application server, load balancer, etc. is configured to enforce Strict-Transport-Security.

https://cheatst i wasp. TTP_Strict Transport Security Cheat Sheet.html
2 ~COIT Headers

https: Kinedia.orgiwiki

i tsecurity.

J tml/rfc6797

319
15
10035

X-Content-Type-Options Header Missing

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to 'nosniff'. This allows older versions of Internet Explorer and Chrome to perform MIME-
sniffing on the response body, potentially causing the response body to be interpreted and displayed as a content type other than the declared content type.
Current (early 2014) and legacy versions of Firefox will use the declared content type (if one is set), rather than performing MIME-sniffing.

https:/ 1y /base.css

GET

X-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

tw/stati Table: min.c:
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Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack

Evidence

GET

x-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

1 css

GET

Xx-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

1 i ject overview.css

GET

x-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

1 css

GET

x-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

it free-6.2.1 min.css

GET

Xx-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

1 free-6.2.1 id.min.c:

GET

x-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

4 i free-6.2.1/css/v5-font-face.min.css

GET

Xx-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At “High" threshold this scan rule will not alert on client or server error responses.

t free-6.2.1/j min.js

GET

x-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

4 i/ 40leaf.png

GET

x-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At "High" threshold this scan rule will not alert on client or server error responses.

1 ic/j i-1.13.2/]¢ -Ui.CSS

GET

Xx-content-type-options

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At *High" threshold this scan rule will not alert on client or server error responses.

1 is

GET

Xx-content-type-options
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Other Info

Instances

Solution

Reference
CWE Id
WASC Id
Plugin Id

Description

URL

Method
Parameter
Attack
Evidence
Other Info

Instances

Solution

Reference

CWE Id

WASC Id

Plugin Id

Description

URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info

URL
Method

This issue still applies to error type pages (401, 403, 500, etc.) as those pages are often still affected by injection issues, in which case there is still concern for
browsers sniffing pages away from their actual content type. At “High" threshold this scan rule will not alert on client or server error responses.

12
Ensure that the application/web server sets the Content-Type header appropriately, and that it sets the X-Content-Type-Options header to 'nosniff' for all web
pages.

If possible, ensure that the end user uses a standards-compliant and modern web browser that does not perform MIME-sniffing at all, or that can be directed by
the web application/web server to not perform MIME-sniffing.

https:/flearn. microsoft.com/en- ibility/gg622941(v=vs.85)
https://owasp.org/www-corr i ity_Headers

693

15

10021

The given request has been identified as an authentication request. The 'Other Info’ field contains a set of key=value lines which identify any relevant fields. If the
request is in a context which has an Authentication Method set to *Auto-Detect" then this rule will change the authentication to match the request identified.

hitps://camera-trap.tw/admin/login/Pnext=/admin/
POST

username

password

userf name userValue=ZAP ord 4 i in/? n/ csrf fmidc
1
This is an informational alert rather than a vulnerability and so there is nothing to fix.

https:: apro: i req-id/

10111

The response appears to contain suspicious comments which may help an attacker. Note: Matches made within script blocks or files are against the entire
content not only comments.

il i -free-6.2.1/js/ min.
GET
from
The falluwung pattern was used: \bFROM\b and was detected in tha element starting with: "'mncl\un[)[“usa strict”;function n(a,t){var e,n=Object.keys(a);return
Object.getO P &(e=Object.getO y , see evidence field for the suspicious comment/snippet.
https: -trap.tw/static/jguery-ui-1.13.2/jquery:
GET
bug

The following pattern was used: \bBUG\b and was detected 7 times, the first in the element starting with: * // it causes a very odd bug in IE B (see #6720)", see
evidence field for the suspicious comment/snippet.

11 ic/jguery-ui-1.13.2/jquery-ui.js

GET

bugs

The following pattern was used: \bBUGS\b and was detected 6 times, the first in the element starting with: * // see: http://jsfiddle.net/JZSMt/3/
https://bugs. webkit.org/show_bug.cgi?id=107380", see evidence field for the suspicious comment/snippet.

https: -t Jery-ui-1.13.2/jquery-ui.js
GET

from

The following pattern was used: \bFROM\b and was detected 121 times, the first in the element starting with: * // Track widgets that inherit from this widget in
case this widget is", idl field for the

-t i sery-ui-1.13.2/jquery-ui.js

GET

later

The following pattern was used: \bLATER\b and was detected 7 times, the first in the element starting with: * // redefine the widget later®, see evidence field for
the suspicious comment/snippet.

al i sery-ui-1.13.2/jquery-uijs

GET

Select

The following pattern was used: \bSELECT\b and was detected 39 times, the first in the element starting with: " // Select the wrapper - make it overflow: hidden
and absolute positioned based on", see evidence field for the suspicious comment/snippet.

13.2, Ui j

GET
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Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence

Other Info

URL

Method
Parameter
Attack
Evidence
Other Info

Instances

Solution

Reference

CWE Id

WASC Id

Plugin Id

Informational
Description

URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack

TODO

The following pattern was used: \bTODO\b and was detected 24 times, the first in the element starting with: * // TODO: remove support for widgetEventPrefix",
see evidence field for the suspicious comment/snippet.

- ic -1.13.2/query-uijs

GET

user

The following pattern was used: \bUSER\b and was detected 8 times, the first in the element starting with: *//>>description: Lists suggested words as the user
is typing.", see evidence field for the suspicious comment/snippet.

1 i/ i-1.13.2/j ulis

GET

where

The following pattern was used: \bWHERE\b and was detected 10 times, the first in the element starting with: * // this is the only case where we allow nulls for
ALL properties.”, see evidence field for the suspicious comment/snippet.

1 bundle.min.js
GET
select
The following pattern was used: \bSELECT\b and was detected in the element starting with: "!function(t,e){"object"==typeof exports&&"undefined"!=typeof
function"==typeof ", see evidence field for the suspicious comment/snippet.
1 icj js
GET
Select

The following pattern was used: \bSELECT\b and was detected 3 times, the first in the element starting with: * // Select the top 10 species”, see evidence field
for the suspicious comment/snippet.

httesi//camera-trap.tw/contact-us
GET

from

The following pattern was used: \bFROM\b and was detected in the element starting with: "<!-- Examples from desinger -->", see evidence field for the
suspicious comment/snippet.

GET

select

The following pattern was used: \bSELECT\b and was detected in the element starting with: "<!-- <div class="item-other"> <div class="item1"> <h4>#IAF {3
</h4> <div class="input-item", see evidence field for the suspicious comment/snippet.

https://camera-trap.tw/search/
GET

select

The following pattern was used: \bSELECT\b and was detected in the element starting with: "<!-- <div class="input-item"> <select name="box_1_studyareas"
id="filter-project1-studyareas" multiple="multiple"> </s", see evidence field for the suspicious comment/snippet.

14
Remove all comments that return information that may help an attacker and fix any underlying problems they refer to.

dern Web Applics

The application appears to be a modern web application. If you need to explore it automatically then the Ajax Spider may well be more effective than the
standard one.

https:/camera-trap.tw

GET

<a class="start-btn" id="getAuth"> B A</a>

Links have been found that do not have iti href attril which is an indication that this is a modern web application.
https://camera-trap.tw/

GET
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Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
Instances
Solution
Reference
CWE Id
WASC Id
Plugin Id

Description

URL
Method
Parameter
Attack
Evidence
Other Info
Instances

Solution

<a class="start-btn" id="getAuth'> & A</a>

Links have been found that do not have traditional href attributes, which is an indication that this is a modern web application.
https://camera-trap.tw/contact-us

GET

<aclass="start-btn" id="getAuth"> B A</a>

Links have been found that do not have traditional href attributes, which is an indication that this is a modern web application.
https://camera-trap.tw/faq

GET

<a class="start-btn" id="getAuth"> & A</a>

Links have been found that do not have traditional href attributes, which is an indication that this is a modern web application.
https://camera-trap.tw/policy

GET

<aclass="start-btn" id="getAuth"> B A</a>
Links have been found that do not have traditional href attributes, which is an indication that this is a modern web application.

trap.tw

GET

<aclass="start-btn" id="getAuth"> & A</a>

Links have been found that do not have it href a , which is an indi that this is a modern web application.

https://camera-trap.tw/search/
GET

<a class="start-btn" id="getAuth"> & A</a>

Links have been found that do not have traditional href attributes, which is an indication that this is a modern web application.
https:: -trap.tw/search/?altitude=ZAP&altitudeO date=; AP&start date=2014-01-01
GET

<a class="start-btn" id="getAuth"> B A</a>

Links have been found that do not have traditional href attributes, which is an indication that this is a modern web application.
8

This is an informational alert and so no changes are required.

The response contents are not storable by caching components such as proxy servers. If the response does not contain sensitive, personal or user-specific
information, it may benefit from being stored and cached, to improve performance.

https:/camera-trap.tw/admin/
GET

no-store

1

The content may be marked as storable by ensuring that the following conditions are satisfied:

The request method must be understood by the cache and defined as being cacheable ("GET", "HEAD", and "POST" are currently defined as cacheable)
The response status code must be understood by the cache (one of the 1XX, 2XX, 3XX, 4XX, or 5XX response classes are generally understood)

The "no-store" cache directive must not appear in the request or response header fields

For caching by "shared" caches such as "proxy" caches, the "private” response directive must not appear in the response

Far caching by "shared" caches such as "proxy” caches, the "Authorization” header field must not appear in the request, unless the response explicitly allows it
(using one of the "must-revalidate", "public®, or *s-maxage" Cache-Control response directives)

In addition to the conditions above, at least one of the following conditions must also be satisfied by the response:
It must contain an "Expires" header field

It must contain a "max-age" response directive

For "shared" caches such as "proxy” caches, it must contain a *s-maxage" response directive

It must contain a "Cache Control Extension® that allows it to be cached

It must have a status code that is defined as cacheable by default (200, 203, 204, 206, 300, 301, 404, 405, 410, 414, 501).
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https i /doc/html/rfc7234

Reference tml/rfc7231
https://www.w3.org/Protocols/rfc2616/rfc2616-sec13.html
CWE Id 524
WASC Id 13
Plugin Id 10049
nformational Re-examine Cache-control Dire
Description ;h_e cache-control header has not been set properly o is missing, allowing the browser and proxies to cache content. For static assets like css, js, or image files
is might be intended, however, the resources should be reviewed to ensure that no sensitive content will be cached.
URL https://camera-trap.tw
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL https://camera-trap.tw/
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL https://camera-trap.tw/contact-us
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL https:/camera-trap.tw/faq
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL https://camera-trap.tw/policy
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL htips://camera-trap.tw/robots bt
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL https://camera-trap.tw/search/
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL hitps:/camera-trap.tw/search/?altitude=ZAP&altitudeOperator=eqend date=ZAP&ke: = =2014-01-
Method GET
Parameter cache-control
Attack
Evidence
Other Info
URL https: al request
Method POST
Parameter cache-control
Attack
Evidence
Other Info
Instances 10
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For secure content, ensure the cache-control HTTP header is set with "no-cache, no-store, must-revalidate". If an asset should be cached consider setting the

Solution directives "public, max-age, immutable”.
https://cheatst ies.owasp. i Cheat_Sheet.html#web-content-caching
Reference i illa.org/en-US/docs/Web/HTTP/Headers/Cache-Control
mn/2021/09/13/cach trol- i
CWE Id 525
WASC Id 13
Plugin Id 10015
The given response has been identified as ining a session token. The 'Other Info’ field contains a set of header tokens that can be used in the
Deseription Header Based Session Management Method. If the request is in a context which has a Session Management Method set to "Auto-Detect” then this rule will
change the session management to use the tokens identified.
URL bhttps://camera-trap.tw/contact-us
Method GET
Parameter csrftoken
Attack
Evidence yn3YWgTUeBTWHKXIWigFqPHHGfOjdén
Other Info cookie:csrftoken
URL https: 1
Method GET
Parameter csrftoken
Attack
Evidence yn3YWgTUe8TWHkKXtWfgFqPHHC|fOjd6n
Other Info cookie:csrftoken
URL ¥ 1 in/login/?next=/admin/
Method POST
Parameter csrftoken
Attack
Evidence yn3YWgTUe8TWHKXtWigFqPHHC|fOjdBn
Other Info cookie:csrftoken
Instances 3
Solution This is an informational alert rather than a vulnerability and so there is nothing to fix.
Reference https: Zapro ticatios i t-id
CWE Id
WASC Id
Plugin Id 10112

The response contents are storable by caching components such as proxy servers, and may be retrieved directly from the cache, rather than from the origin
server by the caching servers, in response to similar requests from other users. If the response data is sensitive, personal or user-specific, this may result in

Description sensitive information being leaked. In some cases, this may even resuilt in a user gaining complete control of the session of another user, depending on the
configuration of the caching components in use in their environment. This is primarily an issue where "shared" caching servers such as "proxy" caches are
configured on the local network. This configuration is typically found in corporate or educational environments, for instance.

URL htips:/camera-trap.tw

Method GET

Parameter

Attack

Evidence

Other Info In the absence of an explicitly specified caching lifetime directive in the response, a liberal lifetime heuristic of 1 year was assumed. This is permitted by fc7234.
URL https://camera-trap.tw/

Method GET

Parameter

Attack

Evidence

Other Info In the absence of an explicitly specified caching lifetime directive in the response, a liberal lifetime heuristic of 1 year was assumed. This is permitted by rfc7234.
URL bitps://camera-trap.tw/contact-us

Method GET

Parameter

Attack

Evidence

Other Info In the absence of an explicitly specified caching lifetime directive in the response, a liberal lifetime heuristic of 1 year was assumed. This is permitted by rfc7234.
URL https://camera-trap.tw/faq

Method GET

Parameter

Attack

Evidence

Other Info In the absence of an explicitly specified caching lifetime directive in the response, a liberal lifetime heuristic of 1 year was assumed. This is permitted by rfc7234.
URL https://camera-trap.tw/policy.

Method GET

Parameter

Attack

Evidence

Other Info In the absence of an explicitly specified caching lifetime directive in the response, a liberal lifetime heuristic of 1 year was assumed. This is permitted by rfc7234.
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URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
URL
Method
Parameter
Attack
Evidence
Other Info
Instances

Solution

Reference

CWE Id
WASC Id
Plugin Id

Description

URL
Method
Parameter
Attack

Evidence

Other Info

URL
Method
Parameter
Attack
Evidence

Other Info

URL
Method
Parameter
Attack

Evidence

Other Info

URL
Method

In the absence of an explicitly specified caching lifetime directive in the response, a liberal lifetime heuristic of 1 year was assumed. This is permitted by ric7234.
GET

In the absence of an explicitly specified caching lifetime directive in the response, a liberal lifetime heuristic of 1 year was assumed. This is permitted by rfc7234.
https://camera-trap.tw/search/
GET

In the absence of an explicitly specified caching lifetime directive in the response, a liberal lifetime heuristic of 1 year was assumed. This is permitted by rfc7234.
htips://camera-trap.tw/sitemap.xml
GET

In the absence of an explicitly specified caching lifetime directive in the response, a liberal lifetime heuristic of 1 year was assumed. This is permitted by rfc7234.
Arap.AW 40leaf.png

GET

max-age=604800

10

Validate that the response does not contain sensitive, personal or user-specific information. If it does, consider the use of the following HTTP response headers,
to limit, or prevent the content being stored and retrieved from the cache by another user:

Cache-Control: no-cache, no-store, must-revalidate, private
Pragma: no-cache
Expires: 0

This configuration directs both HTTP 1.0 and HTTP 1.1 compliant caching servers to not store the response, and to not retrieve the response (without validation)
from the cache, in msponse to a similar request.

tml/rfc7234
http: f tml/rfc7231
https://www.w3.org/Protocols/fc2616/rfc2616-sec13.html
524
13
10049

This check looks at user-supplied input in query string parameters and POST data to identify where certain HTML attribute values might be controlled. This
provides hot-spot detection for XSS (cross-site scripting) that will require further review by a security analyst to determine exploitability.

htips: -trap.tw/admin/login/?next=: in/
GET

next

User-controlled HTML attribute values were found. Try injecting special characters to see if XSS might be possible. The page at the following URL:
appears to include user input in: a(n) [a] tag [href] attribute The user input found was: next=/admin/ The user-

controlled value was: /admin/

trap.t Inext—/admin/

GET

next

User-controlled HTML am\hum va\uas were found. Try injecting special characters to see if XSS might be possible. The page at the following URL:
fadmin/ appears to include user input in: a(n) [form] tag [action] attribute The user input found was: next=/admin/ The
user -controlled value was: fadm\rlﬂcglnl?nextJdem/

trap.tw/admin/login/?next=/admin/

GET
next

User-controlled HTML anrwhula va\uers ware hund Try injecting special characters to see if XSS might be possible. The page at the following URL:
appears to include user input in: a(n) [input] tag [value] attribute The user input found was: next=/admin/ The

user-controlled value was: ladmw‘
hitpsz il ?altitude=ZAP&altitudeO d_date=ZAP8&keyword=ZAP&start date=2014-01-01
GET
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Parameter
Attack

Evidence

Other Info

URL
Method
Parameter
Aftack

Evidence
Other Info

URL
Method
Parameter
Attack
Evidence

Other Info

URL
Method
Parameter
Attack

Evidence

Other Info

URL
Method
Parameter
Attack
Evidence

Other Info

URL
Method
Parameter
Attack
Evidence

Other Info

URL
Method
Parameter
Attack

Evidence
Other Info

URL
Method
Parameter
Attack

Evidence

Other Info

Instances
Solution
Reference
CWE Id
WASC Id
Plugin Id

altitudeOperator

User-controlled HTML attribute values were found Try m]ec‘hng spacla\ characters to see if XSS m:ght be possible. The page at the following URL:

https://camera-trap.tw/search/?altitud AP&start_date=2014-01-01 appears to include user input in: a(n)
[option] tag [value] attribute The user input found was: al(lludeOperalur—eq The user- oonlmlled value was: eq
https://camera-trap.tw/search/?altitude=ZAP&altitudeO) date=ZAF AP&start date=2014-01-01

GET

start_date

Usevacommlled |HTML atribute va\ueﬁ were found. Try injecting special characters ta see if XSS might be possible. The page at the following URL:
/2altitud AP&start_date=2014-01-01 appears to include user input in: a(n)
[npul] tag [placshuldsl] attribute The user input found was: start datEiOM 01-01 The user-controlled value was: 2014-01-01

https://camera-trap.tw/search/Zaltitude=ZAP&altitudeOperator=eqiend date=ZAF AP&start date=2014-01-01
GET
start_date

Usepcnmmlled HTML am\hule values were found Try |n]emmg specla\ characters to see if XSS might be possible. The page at the following URL:
/?altitude=ZAF d_date=ZAP&keyword=ZAP&start_date=2014-01-01 appears to include user input in: a(n)
[rlDutI tag [value] atiribute The user input found was: start_date=: 2014-01-01 The user-controlled value was: 2014-01-01

1 gin/next=/admin/

POST
next

User-contralled HTML altnbulu va\uss were found. Try injecting special characters to see if XSS might be possible. The page at the following URL:
hitps: ?next=/admin/ appears to include user input in: a(n) [a] tag [href] attribute The user input found was: next=/admin/ The user-
controlled value was: /admin/

htips: i g /
POST

next

User-controlled HTML attribute values were found. Try injecting special characters to see if XSS might be possible. The page at the following URL:

i appears to include user input in: a(n) [form] tag [action] attribute The user input found was: next=/admin/ The
ser- lled value was: inflogin/
htips://camera-trap.tw/admin/login/?next=/admin/
POST
next

User-controlled HTML anr\hula values were found Try injecting special characters to see if XSS might be possible. The page at the following URL:
https: /Tnext=/ad appears to include user input in: a(n) [input] tag [value] attribute The user input found was: next=/admin/ The
user-controlled valua was: Iadmml

https: admin/login/?nexts:
POST

password

User-controlled HTML ﬂﬂr\bule va\ues were found Try injecting special characters to see if XSS might be possible. The page at the following URL:
appears to include user input in: ain) [input] tag [value] attribute The user input found was: password=ZAP

Thep user-controlled value was: zap
https: 1

POST

username

User-controlled HTML attribute values were found. Try injecting special characters to see if XSS might be possible. The page at the following URL:
https://camera-trap.tw/admin/login/?next=/admin/ appears to include user input in: a(n) [input] tag [value] attribute The user input found was: username=ZAP
The user-controlled value was: zap

n

Validate all input and sanitize output it before wm\ng to any HTML attributes.
https://cheatst ies.owasp.org/c il Validation Cheat Sheet.htm|
20

20

10031

44



M2~ p 2023 £ R Y RAFLED

FziAvagp g4 H

RBD A AFLERRD

F s/
wAEA | mARP L, r® 284 i TaiBIF Bf} 3 223® &
E
o FlgRs | BB E AR BAR S TR R 5]
[ER R 20231207 e P
Mok | b et i
- ) T L6 R g & B R
% 8w 4k 20231214 +oigge st e P
R AT L
o L, R S r [HAR R o 31 B A R B
T w4 | 20231217 | A ki e W
#] 3450
8w 4 20231218 F BN | RARTFERLF oA F AR | 2R
TiEwAE | 20231218 | @At | HEAEANRE R RARNE | aK
(B R 20231219 F g | CSV RS Y @R 4R s AR
BT RRT R Eo4 X AR
T T AR 20231219 gt e fE i
RV R RS Rl
“%iﬁ};"fﬁ,? pPEAITEARN RS
A IR A sl O LRGN
% w4 20231225 gt CAE
@, 3138 TypeError: '>=' not
supported between instances of
'‘NoneType' and 'int'
+ @ F ~ ORCID t& 53 51 4R
FoteaiRTETE
ORCID »fe ¢ s d~FHTa
% fhw 4R 20240102 | F dfest | A ey R BREREL 1 € MR | ¢ A E
%A o 2% T% » ORCID | #4=
GRS N = % A
ORCID |
o ) gdrn TR d ) TR ER
% w4 20240102 gt e P
(4= 5)
HEFETF s A FL 21 FakR
= AL FTR* 116 AL Bz
T A | 20240110 | ¢ idfEst | SUEcREis o FTAL AN 2 THRARH S SR el TN

W, R THIBAT T

OUiEHE

s Rl

45




Bk =T VLLG Rk o AL
i | 20240206 | BAEs | RN A ETENRACES B | FRm

e RN N
i’r‘?ﬂ-/z‘mfa\'

A G 3EPGASH B N
% 40w 4 20240217 | @4zt Y
I RCRT: I R S ST I T

[ER R 20240217 | AR5t | ATeoax 117 AR S SRRAET R

PR R S SO o U ‘

T fa AR 20240219 |  idfEst © M
NEAL B

B3k 24 pF x @ DS-LTMM-016-
20240205-20240304 #4p % » * gkl
+iEr - iﬁ*‘u?&éﬂ—"] S RARE T
A al &=\ S S
BrhBx> RyEzirap
w4 | 20240307 | ¢ @ARR | G R R EAREA @2 P @i | c Ak
BAgas @l ey FBasD
Pew R 05k B P HiEdd
&’?*i%éiéﬁﬁﬁﬁ’ﬂ

B endede o a'l‘!ngt,tp +tiEx
o BT B A Y @A o

“%\iﬁ‘%ﬁﬁ% By A E AT

F s/
fAaw A | 20240416 | | 3 0EEk FHBF;ARM 3 | cmm
i {@ ¥ T%E4 FT‘2
FiawAr | 20240416 |} @fEst | @B EG AL -

© ¥ 3 ORCID 507 » kit 1
%%ﬁﬁ%?i’%iﬁﬁaﬁﬁ

S T LA I

ERw AR | 20240418 | M x| TR EATE AN o Ak | WP 5] £ A
FEEF AT S TR R
il{f”l}‘{[‘ :gs ’ ﬁ%ﬁ‘ﬂ" % ‘L‘g
#4258 048 v1.1.8 5K?
B kT i\ B B AR 4 )
Eiw Ak | 20240423 | s x| 2 AN vIA8 R g BfErLd | ¢ mm
L
7P ITATR Y BARN R
pEa 20240423 | B3 CHEFERIFLp
F gy miE
THG vaé.x«‘;ff.'_,ﬁ F s o
g/ l

¢ 4 ok
}ﬂ.} ,fw LU

Tt B R (8T

46




L3 o il )

e A desk L3R (L 000) 4 p &
1 0rcid R 8 F ~ fs;—rgkm@gﬁ ,
BRRARA R Y S Fa v LA
AR DT E KR o T
B 0Esh ¥ SRCARR AR iF
%’?%yﬁ%ﬁﬁéﬂo

RwewA | 20240424 | 1 @Azst | * p e oorcid o~ i2f 7 P E ¢

T T | 20240425 | @b kR | AR ARPERAIIFEFR < R
- B @& Ip oorcid tREL - T A

z w4 | 20240502 H FR AP WERA DT R B oo | 2R
EVRERPBME =

4w | 20240502 | A kA | Aefe T i4pis b st ¢ R
AR AR s A F 1 (T

TiewA | 20240502 | Lt @Arst | fUERTRE A 0 g R | o
S LR

it 4w 4R 20240505 | * @Bfzst | Fi@eEiE o 57 f'H"J“,%ézé & P
BT BRI G  BengET

TEw4k | 20240509 | g . v Frh
BATIR Y BRI gt Y

TiEw4k | 20240514 | Fi@fest | E(V - BREE G F4 °
R R )

74w Ak | 20240522 | @Azt REFEPERTHATER: & ¢ Rp
B R TR ER

pabg? I 2sbARgs L B G -

44 w4k | 20240523 fER A
T%E‘f@&l

% 40w A 20240523 | & ks | A EZ L ATL9 RAEIT & e P
o %A A1 ki TD106-03 4p
2. 720230101-20230214 | # %
%o B is - RORR BRI HER A
o HERApp P B TOR A a R
B~ FERFA A Erroro d At gE

Z4aw 4k | 20240524 | idfest | B B EOE A EE L @ Appo otk | FAER

SRR ek Rl S LY E R L
MR EL S A UL A e O
TR AT L o Fh o AE R
TR RS TR &
T L @ R BE

[

(\g_

=

.
H M

B 8

47




AL RIZBAS T TR o A
& e PFRE KR B4
TRCNX1763~RCNX1773, » 3
LW 5 TRCNX1773, o

T

20240524

+oidAe st

fl&. 45§ TD106-03 4p 44

20230101-20230214 1 {5 — 5%+
]S AR R SRR dpenmR y A
PARES AT BT B

Mo ERE RS BT

2 4o w4k

20240526

L Fi
E L

o KA B Al &4k 90 TD106-03
PPREF I BT AEE
App #-H 2GR R ¥ i
App B F 20T B Y %
o egeFal Pl T
P e I A S

' TD106-03-20230416-20230609 |

%

2 4o w4k

20240528

L Fi

SRR SRR AT R §

ﬁ—r = m?\#i{ , 75 ?\;}i{_} @E‘J
9

4o w4k

20240603

L Fi

o REES S LA B R
iR LR T gh N LS A
RAELHFRLE PR
B H R R g P g ek i
FE A A SRR R AL

3 fa w4k

20240603

A 1 % 4%
fﬂ_ SN WL

2R B RS

AL

~

i w A

20240604

+oigfe st

¢ i tE 5L ORCID #EBE> £ 4c » 3+
F(Ras o of 38 5 F iRl ae) T Y
B4z58 (V119) o AT T8 % 18 rie
FAR R R EURARTE R TR R
ARt g ER(ET R

R R T T BRE)

o

=
b
o

20240604

Bt FiEa

= %, pi
L o

FBFARSG A

T AR

20240605

1oidge st

JEESRENREL a2 %

RSN T

e

20240605

L T

Lo et a2 73 d % o 4
Wiy
2. AT A A pLis A

A gﬁ_‘pq

48




T AR

20240605

- Fi

Bavif 4ok @ g =

o
I
=
[
&

LAY - S 47

F*
F
¥
1%
[

n F AL 2

® e T AR

20240606

2 4 4k
%ﬂ_} ,f. o

Ewﬁ%ﬁ%kml L4k

2 4o w4k

20240606

L ¥

<0

20240611

- Fi

A2t R P ARG FTH &
AP FHEF D BRAENB R
BB E i C R hER S
ﬂlﬁ.;}_;{i—; F BT S dEh T L &

FRE

2 4o w4k

20240613

L ¥

7 2 g AT(VLL9 K) 7 AR
SR HZIrR T eE &2
TRNEE

T4

20240617

L B

PR I I S
T BEmass o g0 ) BApsl
ﬁq}?’ﬁ;}'&’i& 1?{’fﬁp¥—

TiEr 4

20240621

. b
i+ & o

AP o P ow AR nk oo B R
AT w koo A L E A B REw SR

w4

20240625

+igge N/
MR

Lélﬂv,:" Yo | b b BT 21’2‘\5\2\314
+ @

3 fa w4k

20240710

Figfe sk

i @ﬁﬁ:i%t TRRE L T
FRETE?

4o w4k

20240710

Figfe sk

l&ﬁ#%mmaﬁi@$ﬁ:@
AR kAN A RS 2. B
RIE I I SR N R T S W

m%%&&ﬁﬁﬁuw%jﬁﬁ

FRLER

3 fa w4k

20240716

Figfe sk

NEMREFF LA F RN TRAT
Eaochsupisap R IR AR R
RTHE N DR ELE A 2 D chqtg\Pa" Bl
B

[

2 fa w4k

20240719

L T

TATRSD @ s AR E
IR FAHREFF RS TR

iR

[

o

=
b
o

20240722

L T

4 :f;%;l?ﬁi\ﬂffg #* 2 4k (TR
LT RS g Pt F
o nfyr B RTRY 2

F.

~F

e

[

49




é%&T’i%€ﬁ¥&T%ﬁ¥
AT Y - ERY o B AER
f b R AR E PR g 4 4
F%’ﬂ&%%ﬁﬁT%é@%g
BEwIE R R - PR T o TR A
R AER A

2 4o w4k

20240722

L ¥

L -7l mr# i Fie
EA R~ AR RS (§ AL
F6)0 TG R e A LR
Wb LA o 2EE T
EREE BRI EE
Bis- ERY

2

¥ lgre wmp
528 EFER

2 4o w4k

20240723

L Fi

mT A B A B 2A
i 4 €T P R s 2
FiEoEexABRY B T
LHER AN JeF| P B3 h
oA AT L [F T ] Fi
B pd g o TR ERT R

SRR URCNER: RE R B A I

% g

20240723

Foigge st

VLLILE & P % 9 2% £ 441 4 Bkl
YRR ANy

Twr 4

20240726

L Fi

#rx 1.1.11 s key in {28

3 fa w4k

20240726

Figfe sk

BRTHR Ak S B SO B SR
Bl RHT-REFEPTEL IR
(Lﬁﬁﬁxgyﬁé*jTﬁﬂ

CEREA R RN

~

% 48w 4R

20240726

AFRGEETE > FEE AT
CRF SR TN = F
EMAIL 43] 51 CSV 4% > +7 7 ¢
LG 0 R B R

z fa w4k

20240801

L T

SREN A : B S
SO BLERARG F S TP AAL
BRE(F SRS g3 E) R
Mot € A F R

R

A ;fu Fl’}

4o w4k

20240803

F il

4 %, 4L
&Mk k

LTMM-53 P p* 4% 2369/2369 g

2o e BLARS

R

50




17 g5 gt A

TiewAk | 20240805 | * @Azt (2. -EBE G A LR ME R | 2 RpP
ERE R
PN | PR EFATTERE  EREFER
S v | 20240813 | HEET " ¢
Mo ha | RyEEn
EET R R
L GBREFLTIERE TR
4w A | 20240905 | ¢ @ 4E st , ©AE
[FRER S S IR =2 A
OER &~
FilgrsN | P @B E G R ¢ FRERS X
iS5 w Ak | 20240006 | ' P Y
M oER | RHYBRES S
) HEFRT Fo s F R CHREAR
o 1ol
Gwa | 20240012 | | AAREFFSESERE £ WP
Mk
TR 15 B4 3R
AARERALEL pRETF T
ARG Tk d AL EA L
WA | 20241001 | A ks | E QP ATk jpBl iAo d B | e mp
PEyEL o S ER LGP
K B
AT H-n A PR ¢ FRRkan
MERHI T - A DEER G TR
v A | 20241024 | @Azst | o RREE TG R E SRR | AR

A RPRTA AT B KA
3P LE R

51




3 K BARRRM 2 TN G

e & Laks
HRIIIARE

EXiE: https://camera-trap.tw
ERIE EEEE: HEEWILEN W E A, id: 329

AlEEih: https://staging.camera-trap.tw/

B 5%

Source Code
e https://github.com/TaiBIF/camera-trap-tk/ |k {25
e https://qithub.com/TaiBIF/camera-trap-server/ #3 £ &k

Branch
e main- BRIER
e prod- ExXik
e dbtest - AlEiE

e
LEFEN

Release RiigE

R TEFE (config.ini)

- Installation
- "account_id=xxx"
- Server
- "host = https://camera-trap.tw’
- ‘project_option_list = 329::test’ # default project ID
- “ssl_verify = 0" # 0 for #5/5 A PR
- AWSConfig

52



- "bucket_name = camera-trap-21
- &L camera-trap-21-dev
- IE K ih: camera-trap-21
- ‘'mediaconvert_role’ = arn:aws:iam::536600044933:role/MediaConvertRole-prod
- B, "arn:aws:iam::536600044933:role/MediaConvertRole-dev’
- IERX Uk “arn:aws:iam::536600044933:role/MediaConvertRole-prod’
- ‘mediaconvert_queue = camera-trap-prod_queue’
- A&t iL: “camera-trap-dbtest_queue’
- IEX#4: “camera-trap-prod_queue’
- 'mediaconvert_job_template = camera-trap-prod_job_template
- 5 1h: “camera-trap-dbtest_job_template’
- IEE ik “camera-trap-prod_job_template®

Desktop App

e version BER EANIERE
e {TE zip B EARER (MOFHE )

BT
sEVES AR

FERE: test-case.rst

G EE A
EEER
1. MAE#HZAR:
a. R "IMAEH "
i EEFEERE ATAEEUTIKREE R
1. BER

2. HHERES
3. EeRAEFE
4. BHRGEER
5 BHEMLHE LEEHNKEE
i. EA"REEHK" B
iii. EEFESVEHR
iv. EEEARREHERA" BEZETEEARESE (BRIEEALE
)
v. EEEARMAERAER (RHFEM "X"), SR mEERKIE
EEAS.." BRI E (B ERIE)
b. BRETHIEAXFIEEZE
2. SEREBH "EAEHKSTER" MR (HEEIE)
3. ALEAEHRRESE
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HIFA#E3REE (error handling)
BREBEALR E—+E#...)

edit config.ini, set [Mode] force_quit = 1

R "IMAE K"

EA'REENK" B

EEEESDENR

BERAFEC

EWRRRER

AT LUE A BE A FERRAIE TR, 1T "MHIBRE 4 5€"

&
App + Server 4 —2HIF

QN oW N A

AREE:

o LHERH

o LEBAAEEHEAEHNRANIEE

o LHEER

o EFEIES mp4

o FHBEItE®R mov
LEF EW WEA
LTEXEEHEF (9999 5R)
LEZEFH email B50
TE%E EER%
AES®FHRAEHEN

LRI s

1. @config.inik

- [Server] host => BBk Al i iidomain: staging.camera-trap.tw
- [AWSConfig] bucket_name => X camera-trap-21-dev

2. ct.db: sqlite#d state table, #2& name=user_id, value=fI5 14 £ Ktaicat_contact.id, 20
Rsqlite3 2 HMERTIZAE AR, BHIZ—2 INSERT INTO state (name, value)

VALUES (‘user_id", ‘#5434 £ #taicat_contact.id’)

AFER

KB H#E (99995K)
https://drive.proton.me/urls/Z2X68H7F 10#elsVC4V0QB1G
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ct-9999-clean.db: %2 (4 F99993R B K & ¥4

B "B HRER" BAEE
https://drive.proton.me/urls/SONAFP0278#B1fL70xXb5CP
1.1.4 URTHIRR A E4MBISE 5809, 1.1.5 R 2 ERMN (BAAEF/KNEE)

EAXFHE
https://drive.proton.me/urls/BBTACFKJ1C#zaQ9f3Uje8YX

- import-chaojin.csv IE #E A

- import-clone.csv H 5 — 5|89 & ¥}

- import-not-controlled.csv A AT E R iZFIF %

- import-err.csv B AKX

- import-err-header.csv 2B R (RIGE: 1£4, B KRN, 1E)

AR AER

- B S GBI SERBE

- EXIF B =XisiE

Rk 255 E /5%

IER 4 https://camera-trap.tw
RIS is: https:/dbtest.camera-trap.tw/

%

E

Increase upload memory size, default is 2.5MB.

Django

Each image annotation cost ~1KB, maximal number of images in a folder is 9999
(Camera SD card limit?), consider all image annotations are duplicated, double it,
increase maximal number to: 1000%2*10000

DATA UPLOAD MAX MEMORY SIZE = 20000000

=
&% E7F UTC B4 timezone
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TIME_ZONE=='UTC’
USE_TZ= True

ex: image.id=12722790, PostgreSQL 77/ 2022-12-11 22:13:22+00, R LB H =2
06:13:22 AM (B8 & | #9;2/KENER exif RIS R 402 06:13:22)

Domain

- CSRF_TRUSTED_ORIGINS
- ALLOWED_HOSTS (.env)

Gunicorn X7
BiTi% search E A API 10 T verbose (# download log & f), ATEE K query string K& : Y

¥ Request Line is too large BI$EER gunicorn FIFEEE R 4094
https://docs.gunicorn.org/en/stable/settings.html#limit-request-line

Data %5

EA L REFHAEEHBIschema, ERFEEICERSpeciesiTRFREEME
E#Hrdocker-compose down&upz#, HEE| E ¥ EERSpeciesk, T mlistiERIMIEIEHR
M is_default='t'
DEFAULT_LIST = [7KEE', "L, "B, "L, "B, BE, 'a&, %R, 1R,

FRE, EMRR, FHER, MNERR,BEHE, RE, AR, FILER, BEE,'H
%', IRIE']

Crontab &

0 16 * * * docker exec ct22-django-prod-container /code/cronjob.sh >> /tmp/stat.log
2>6&1

0 16 * * * find /home/ec2-user/ct22-volumes/media/download/ -name *.xlsx -mtime
+365 -delete >> /tmp/aaa.l >&1

0 16 * * * find /home/ec2-user/ct22-volumes/media/email-attachment/* -mtime +30
-delete >> /tmp/bbb.log 2>&l

0 0 1 * * docker exec ct22-django-prod-container /code/cronjob-every-month.sh >>

/tmp/stat-every-month.log 2>&1

Docker Volumes %5E
ct22-volumes/media/ 18— Edownload B &, % Bltask.py & FZI
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AWS (Amazon Web Services) &

%I?
)

Video B85 E

AWSMediaConvert &

1. AWS Elemental MediaConvert {3228 & T @: Acount 5 API endpoint

00900 TB@gMaiLcom @ 5366-0004-4955 ¥

AWS Elemental X AWS Elemental MediaConvert Account @
MediaConvert
Account
Jobs
utpu AP| endpoint

2. create Queue

mEaF

W Hiseis | Q Singapore ¥ moogoo7B@gmail.com @ 5366-0004-4955 ¥
@
AWS Elemental X AWS Elemental MediaConvert > Queues
MediaConvert
obs On-demand queues Create queue
Output presets
e Name. Status Deseription Submitted jobs count Progressing jobs count

@ Active . o o
& @ Active - 0 o
Aceount
@ Active . 0 o
Reserved queues Create reserved queve
Name status RTS Term start Term end Term auto renewal

3. create Job templates

%7 Output groups
e File Group:
o H.264 (1280x720), AAC
o Max bitrate(bits/s): 6000000 —EEHRE 1 TUBHARKERE

AWS IAM &5
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1. create Role

#hn—1@ policy: ] LLEEEY S3 bucket

Identity and Access * IAM > Roles > MediaConvertRole-prod o
Management (IAM)

MediaConvertRole-prod Delete

Allows MediaConvert service to call $3 APIs and API Gateway on your behalf

Summary ™
Dashboard
¥ Access management Croation date AN
. March 01, 2023, 11:40 (UTG+08:00] ) am:aws iam:5IBE00044933:rol/MediaConvertRcle-prod
Jser groups
Users Last activity Maximunm session duration
Roles None 1 hour
Policies
Identity providers
Pe Trustrelationships  Tags | Access Advisor  Revoke sessions
Account settings
¥ Access reports
Access analyze Permissions policies (2) ito z Simulate Add permissions ¥
Archive rules
Anatyzers. 1 @
Settings
Policy name (7 Type 7 Description
Credential report
Organization activity B 1 AmazonAPIGat AWS managed Provides full access to invoke

Service control policis (SCPs)
B $3Acosss-prod Customer inkine

4 @ o

A palicy defines the AWS permissions that you can assign 1o a user, group, or role. You can create and ecit a policy in the visual editor and using JSON. Learn

Visual editer  JSON

"Version": "2012-10-17",
"Statement™: [
{

s3:::camera-trap-21/video”,
"arn:aws:s3:::camera-trap-21/video/*"

AWS SES (Simple Email Service)

FEE% sending limits: 1 # A 143, IMRETHEiErequestR B RPFRARA, BB EIEHemailiEF
HE,

B 8 2 FABAWS RegionZOregon (us-west-2)




Amazon SES X

Amazon SES > Account dashboard
sending limits e

Daily sending quota

50,000 emalls per 24-hour perlod

Daily email usage i

Emaits sent

187

Sending statistics i

US West (Oregon)

AWS S3

ENGEA
ki

B A fEE size (MUK —BTHE):
q:75

m: 500

I: 1024

x: 2048

0: 4096

B &=

17db: B¥RZE -8 hr (UTC timezone)
BAR: E db KR8 +8 hr
FHE: BAETERE -8 hr

Account dashboard ..

Date range

Last 14 days v

Account health o

US West (Oregon)

stat
© Healthy

0.37%
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HE

o EMENIE: ATERYE, ERHEMEABREE T BEL AREXERA
HE FARBNREEXEIG EBERLTEEAABNERTE.

o FEME ex AAE=ZT—X HPEEFAXTFRETI=ZE0ED, BETHF
BRI = BAR0E B E A 5/31

o BWMEH: R—WiE fm_nfEUL F—REEXER

e BEREH 7 HNERNHEMNEBRHNER—ZH

e fHltn: 5/NEERAETIRIB S, £ AI7E 0. 50, 100, 150, 200, 250, 3007 ##& —ik,
MREXEHREAEC0NE, BEEHMRBhE605 8 => 45RGEBH (0.
100, 200, 300), 1& BB =4 (ERERETEC0HHER)

BEEE

L&

server¥l| & 2% R —#t L& : deployment_id + folder_name + local_source_id

Sitemap
.
Al UEEREERE
WRRE © ARWRAER
[==s—=]
o BARRR
|
d— R d— -h I
——
REART [ AHBENN o wm s [T
AT [ TR L- [ s NS T
llllll BN B ey xamm s
[ e f=masae)] —m— [ = [ ]
AW T IR am T FEAMAL) T
T T
| [ (=] AETER pr—
nans FRSR auz wann
w4RR 22
TR ——
vexemn | (osamw T ox
mJ R —— )
L HEgY
s LI LY
nmccRs
RS E—
pUITY ] MER
AGERTH
[ o ]
R
LLIE LY
[
o
[ ]
FaBERY
| s

RiEE
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« Camera Trap Management System |- BE - o &R

Afnotations 1 Publish

LJ

Photes ___—» AWS S3 Service TaiBIF IPT
- I => GBIF ?

Client Desktop App } -

Movies ™~

'~ AWS Media Convert

BERES

source: https://github.com/TaiBIF/camera-trap-tk/blob/main/docs/workflow.md (Graphviz Dot

)
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EERERX EAEMK

ress import button

(0S) Select Folder

folder_list.add_folder

source.check folder name format

source.get_image list

source.create_import_directory ‘

folder_list.add_folder_worker

source.gen_import_file

source.prepare_image sql_and_thumb ‘ source.prepare_video_sql

folder_list.exec_sql_list
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HERERX: LERE

done import
(a2) R
start annotate
(a3) s

«
'hn]ﬂ%lwkml upload butten Clicked upload button
'

Upload Folder's Annotations & Media

upload media failed upload annotation failed
(b3a) | PR (B A 24 (bla) b2

1. re-upload (modify annotation)

start override upload

(b2) g (cl)

/?‘(wiw
upload 10 AWS §3 il b3) Lfif .
\\
succeed E
1
upload done

B AR e

LR A AERARE
Lk F it B BIMEAARER
B #E R i B BHMERAE R A A

WiE ThIEE BEFPRBEE 2R, LEEATE
hEEREZYE

=2 ThRE R BE/EE Bf B /40 B /4B E I TE

i3] ThiEE TP/ e A R I T

i FThiRE NEER-REB-R_REA-R
SRIEAZSENAMEA-REE 2
IREAE A CZRMEA=SENR/EA
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f&EE B B

f@%EID B e

Ul Bt

e 2023 refresh layout Flow 1
e 2022 Figma CAMERA TRAP _OK — Figma (Zi#:# B % guideline)
e Prototype (slides) » camera case - CAMERA TRAP

FH{#EFEHK Desktop App
Thee

BRI REA
5 thumbnails #, FERFAERE, R thumbnails MIEEFEME? => FH
import tLESETE
R RIS HRA]: % LB F 8 EXIF 5 (DateTimeOriginal) & ¥, INBHEEEE
EXIF &, MiTiE AL (st_ctime),

R A imeE

BEREE
WHE4RER, 4HRH issues (https:/trello.com/c/R7RH401J)

TEBMA

ERWE
BEANRBOEN: (AAEESRRES TRAR), KT DREMENEES

EXE
Local Database

SQLite3

Schema
#%: hitps://github.com/TaiBIF/camera-trap-tk/blob/main/src/database.py
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source
CREATE TABLE IF NOT EXISTS source (
source_id INTEGER PRIMARY KEY AUTOINCREMENT,
source_type TEXT,
path TEXT,
name TEXT,
count INTEGER,
created INTEGER,
status TEXT,
description TEXT,
history TEXT,
trip_start INTEGER,
trip_end INTEGER,
test_foto_time TEXT,
deployment_journal_id INTEGER,
upload_created INTEGER,
upload_changed INTEGER

)

image
CREATE TABLE IF NOT EXISTS image (
image_id INTEGER PRIMARY KEY AUTOINCREMENT,
path TEXT,
name TEXT,
timestamp INTEGER,
timestamp_via TEXT,
status TEXT,
hash TEXT,
annotation TEXT,
changed INTEGER,
exif TEXT,
source_id INTEGER,
server_image_id TEXT,
upload_status TEXT,
sys_note TEXT,
object_id TEXT,
media_type TEXT,
FOREIGN KEY (source_id) REFERENCES source(source_id)

)X

Image Status Code

STATUS_START IMPORT = 'al'
STATUS_DONE_IMPORT = 'a2' § RIREE
STATUS_START ANNOTATE = 'a3’ 4 #REE
STATUS START UPLOAD = 'bl'
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STATUS_ANNOTATION_UPLOAD FAILED = 'bla' # L{EXRK

STATUS MEDIA UPLOAD PENDING = 'b2' 4 EffEc
STATUS MEDIA UPLOADING = 'b2a’ # L

STATUS MEDIA UPLOAD FATLED = 'b2b' 4 EEEHM (LEFRES)
STATUS DONE_UPLOAD = 'b2c' # SERL
STATUS_START_OVERRIDE_UPLOAD = 'b3’ # LEER
STATUS_OVERRIDE_ANNOTATION UPLOAD FAILED = 'b3a' # LXK
STATUS_DONE_OVERRIDE_UPLOAD = 'b3b' 4 BRI

STATUS ARCHIVE = 'c' 4 ERiE

Image Upload Status Code

imported: 10

start upload: 100
annotation uploaded: 110
media uploaded: 200

£ RifRINEE

e

- OrclD SHE#RZ A%, BI#E hitps://camera-trap.tw/announcement
A LM R £ FE A Eemail

- HELBEEZEbaMAERREAEHTMLE, EFHELR

- EERRappHihRidE  Ekdjango admin (https://camera-trap.tw/admin) # & &
announcement$i8 —F &M, TERIBAFEEESES, Hlin: v1.1.7 EE-ERapph
BUE R API: /api/client/v1/check_update/1.1.7/ , serveriZbase_announcement
(django model) % i RFT AR A, E{EER, B L EEXappHIERBARMappRT =2
B AEHRE.

# 28 (/search)
- RHEEE A E A ERE SR OR

FTEEE (/project/edit/basic/<project_id>)

+E#81 & & 32 /project/edit/deployment/<project_id>
MIBAE# LB API: GET /delete_dep_sa?type=dep&id=<deployment_id>

Crontab
gX:

- cronjob.sh: cron_scripts/update_stats.py
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- HompPageStat
- ProjectStat
- Species
- ProjectSpecies
- ImageFolder
- GeoStat
- StudyAreaStat (center of studyarea)
- media/download: fMilB&#2:E 158 xisx
- media/email-attachment i 838 30K AIFE %
#hA:

- cronjob-every-month.sh: cron_scripts/check_data_gap.py

B R L R% Web App, ARz

Software Stack

- Web App: Django, Celery
- Database: PostgreSQL, Redis
- Frontend: Javascript

- jQuery

- React (Material Ul)

SR AU RS R A

o file_url HEMEE, BELE (BER)
o #R8l: https://d3gg2vsgjlos1e.cloudfront.net/annotation-images/{file_url}
e image_uuid (5T F)
o Al
https://{bucket_name}.s3.ap-northeast-1.amazonaws.com/{image_uuid}-{size}
Jipg
o specific_bucket ZE4
bucket name 785 %&: camera-trap-21-prod
o specific_bucket H{&, FiAEREE
https://camera-trap-21-dev.s3.ap-northeast-1.amazonaws.com/63acef8771b7f
e2017bf13e5-1.jpg
o size:
q: 75
m: 500
I: 1024
x: 2048
m 0:4096
o ex: H—E# A image uuid 2: 63acef8771b7fe2017bf13e5,
specific_bucket #itIRIfE R camera-trap-21-dev, B MR B E 2.
https://camera-trap-21-dev.s3.ap-northeast-1.amazonaws.com/63acef877 1b7f
€2017bf13e5-.jpg
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o ¥HBH# bucket_name FTRER B AL, FTLE R E: camera-trap-21,
camera-trap-21-dev, camera-trap-21-prod

ULAEEY, ftEREHRBE

4 s3 bucket FHIAR

BRiAE A s3 bucket 5K

e camrea-trap-21-prod: B & ## destination bucket, #&E#EEEE

e camera-trap-21-dev: B/ LEMAIE . R W E| camera-trap-21-prod

e camera-trap-21: $THB LEMGE, ABFEE E| camera-trap-21-prod

o camera-trap-api: BB A, A LEMGE, REHERNE camera-trap-21-prod #
annotation-original-images, annotation-original-videos# A &% Hi & $3 38 (17—
url E%)

FRA ERANER

o HEBA HETRMBTENRL
o EMK EREEMITENERE, B url %8 cloudfront B4 (ERFLIEERR
#7E)

B A URL 8%

https://{bucket_name}.s3.ap-northeast-1.amazonaws.com/{image_uuid}-{size}.jpg

e bucket_name: 8 F #7780 s3 bucket, 785% % camrea-trap-21-prod
e image_uuid: 3k K Muuid
o size: B MIRRITE, KA x

o q:75

o m:500 (MELBEIZRMRT)




o 1:1024
o x: 2048 (THFEEMRT)
o Biffl: X H request FAE B B T &

https://camera-trap-21-prod.s3.ap-northeast-1.amazonaws.com/63e0a773ae43e99a

4360d662-x.]

ERE K URL FIEBi%

https://{bucket_name}.s3.ap-northeast-1.amazonaws.com/{file_url}.jpg

e bucket name: B8 F f#7£89 s3 bucket, 3858 % camrea-trap-21-prod

o file_url: #¥{& 2 cloudfront B4 K, EEBET

o HEfl: A request REEBI TH
https://camera-trap-21-prod.s3.ap-northeast-1.amazonaws.com/5d57ae96e7641b9cf
a1024f2.jpg

ERE file_url P uuid FIEEERFH image_uuid FE

E¥F URL MEZE
https://{bucket_name}.s3.ap-northeast-1.amazonaws.com/{file_url}.mp4

e bucket_name: £ Fr f#7F#9 s3 bucket, 785% & camrea-trap-21-prod

o file_url: #7{2 2 cloudfront B4 #Y, BEEBKEE

o HEf5l:iEH request AEHBITH
https://camera-trap-21-prod.s3.ap-northeast-1.amazonaws.com/5d319d63afe6c05f00
896778.mp4

EREMRAE

&% A folder_name fAGIAEF ER, —MRRLH 3 REHKREY, image, imageFolder,
deploymentJournal, 3R & RI;BEE F#I51E, deletedimage th &K,

EhmiEaia

HEaRmEX: BKconfig.ini
#Ha:
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- cron_scripts/update_stat.py #175 species_list
- static/js/project_detail.js #948 species

- taicat/models.py #77 DEFAULT_LIST

- taicat/views.py #73 species_list

- HACK-SP

SQL:

update taicat_projectspecies set name = '"EfLLI3' where name = 'lLI¥";

update taicat_image set species = "EfLLI3" where project_id in (329,288,287) and species ="'
ITESH

update taicat_calculation set species = "ErILI¥' where species = 'L,

UPDATE "taicat_species" SET name = "'#|LI¥' WHERE name = "lLZE";

update taicat_projectspecies set name = "#I % %8 (% ;£ ##3%)' where name = 'HI 57",

update taicat_image set species = 'HI % %8 (#&:&P¢5) where project_id in(329,288,287) and
species = "#IEE";

update taicat_calculation set species = 'Hl % %8 (&% #58)' where species = "B %",
UPDATE "taicat_species" SET name = "I % ¥ (&£ #¢58) WHERE name = 'H#I & $8";

HHER

- ERERKK

- EC2 %R 2xlarge (16G -> 32G), 30 A FB 4 2618, (B A LA LL

- 2024-05-31 thEHERC101 (wifi: IRBST, BRC_Guest), 2 8 55 8 A #:23 (RIE)

- 2024-10-08 thEfEEB208 (wifi: BRC_Guest), BB 15\, & A KA FBEC2 (xlarge
16G), L{EIEFI, {8 FREMBiL A 218

HACK

comment® it HACK-* M E L BE
- HACK-SP force E$Tipig 41

Snippets

#Est APP iRA E{EE:
SELECT SPLIT_PART(memo, /', 1) AS version, count(*) FROM taicat_image WHERE
project_id = 329 GROUP BY version;
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(FT a2 P Ep 20k EpHF L8> EPEER L E23E

LA BT AR TR E S

e
N

M E LG B BB T WA &% TaiCaT
HAIRTES

e ERES

B }

BEENAHEBEHREESGT S LREFRHAESE - BHRBERB RO EE
A BN SRR EAARERG B A 0 BRI R AT EE R KR BRIFEIR T R
RoMEALFAHAREHNFRLBRBRN M TR T RE ST - TR
A ERAVETHERBAMESM - Akt HRE 107 £ 108 > B ¥4 H 5 HH
MEM (AHAMEEGHAET ) bk TaBIF B Z2E7ER T 2R AHAKRTNA
Y, o RE—EREHESCRENEET S A BRKRAHABRPGEROEMH BhRETEE
HOHMBRAEEE - HERTHOHEATR AR M AT EHES -

AEEBHEMRFTEN 107108~ 110 FE = EMEURR 111 FEGEE  2HREER
AT ERBEEASREN BN E > BEET EERGBEG L wREHGRECEIR > £
ERREBEAAR > AEARRAL PO TRERA LY SHRERAATHG -y RASHA
WEHAEEEAM, BHEIRGAR  RERAMEELAANERBIE - ARG TH 112
FEEXESRBEERERTEFIZEA -

By

AHFINRB I ALEEADABRENALKTELIREA > HHHRERTZERAME
Ak EFAMEL > EAEM ALK FAZGBREZAF /T > EMRI A FHAK
A4z A RAERSAE

ZmERER
(=) EmEa: RESHRERGARTE
(=) AMWEAr -

Bl 3L F RAHHE RS B A SR F AR AT 55 B3R [ R
PRI RIE £ % HMA R P < TaiBIF B B

W KR EHRESE TS EAMEHREREFAWNAR (S2EAE  AEMAKR) -

(FErFEHEH EXMBRR S m RARKERRA)

E - RABHAE . (RFRNEAE  FFLIESMAR)
(=) 11345 A 31 8 (£)10-16 85 : & 2oF K R4E B AN
(=) 11346 A 14 8 (£)10-16 8% : ¥ 5} 52 R eb48 3 AL

N EERL

1.

BHRBEABERSE OAN BENEBEHRASALR AFHAHEFREIRELERES
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R2AN-

2. #4384 © https:/reurl.cc/yL6nX8
3. 2MANBTAMET THEEALTER  Windows7 L -
4. A% F R orcid HRIFAEN » FH L E orcidorg M -
5. 5/31 3j5RFH 5/26 B AT ARG 0 6/14 355R3FH 6/9 B AT T ARG °

£ BEA

(—)32423 M ¢ 5} % TaiBIF [ B 5RAE 1S & SiEiE

email: g11145590@gmail.com / & 3%  02-27872220 4-#% 26

(D) ALHPHRERBRFFEMRAFEA T4 AR
Email: m2557@forest.gov.tw / & 3% : 02-23515441 54 679

A~ EHHZ

WERTAARREFT  BETNE L THMERTH LENBHE - LEAH 2

BER ¥ EMREH -

B EX | #FE AR M EL
09:40-10:00 | %2
10:00-10:10 | 2+ Z i AN A ERE FERE CFFERELAE
R
10:10-11:10 | A8 #% BEF® | TAREHERAOMA AR EAREEFEAL
A 12~ pred ¥ Reh BN 4
11:10-11:20 | 4k &
11:20-11:30 | FHbAEMN | THAEBHABTHHE L&D | BHREZ ARACRMR
A4 buhihae  URLHH
A
11:30-12:00 | L2 X% | LBREZELMEAME | TaiBIF B Haps b2 Xeg
£33 DXL & 223 o3 E2ERE
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12:00-13:00 | 44
13:00-13:30 | b X N&E | TRLEZXNERASE | LERXANBRASENB
o 539 (EA~HBRA %~ E1%
%)
13:30-14:30 | B 4545 Tk EETELTE TALRAEATBAEEREYS
BRaRE
14:30-14:40 | +k &
14:40-14:50 | LR BHHER | NREAATEAHNATAR [FIELEEz4 24550
o EA% 1 ey B A
14:50-15:40 | 4 E A 45hhe THRSGEAKRRA N BKEAGRAADENE (3tF
REA #y ~ RBCB & - FHZdst
CA: )
15:40-16:00 | £ & = #% A4ER EREER BREHABAREDHFER
#4% qr code:
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